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IIpaBuaa no obecnevyenuio HHpopManHOHHOH Ge30NaCHOCTH
Ha pabouem mecre

1. Beenenue

Hacrosmue mnpaBuia MpeaHasHa4YeHb! U1 00S3aTeNBHOrO O3HAKOMIICHHS BBIAEICHHOMY B
OpraHM3allid  COTPYAHHKY, OTBedalomeMy 3a wuH(popMalHoHHYI0 Ge3omacHOCTh TIpH
HCTIOJIb30BaHHH CPEJICTB KpHITOrpaduyueckoil 3ammTsl HHGopManyn 1 paboTe B 3alIUIICHHOMN
TEJIEKOMMYHHKALHOHHON CHCTEME.

2. OcHOBHBIE NOHATHA

CucremMa — aBTOMAaTH3HPOBaHHAS HHPOPMAIIMOHHAS CHCTEMA TIepeiady | pueMa HHdopMaruu
B OJIEKTPOHHOM BHJE MO TEJIEKOMMYHHKAIMOHHBIM KaHATaM CBS3H B BHJE IOPHIHYECKH
3HAYMMBIX JIEKTPOHHBIX JOKYMEHTOB C HCIOIb30BAHHEM CPEJCTB IEKTPOHHON MOAIUCH.

ABTomaTH3upoBanHoe padouee mecto (APM) — [IDBM, ¢ moMomibio KOTOpO# 1oJIb30BaTENb
OCYIIECTBIISET NOAKIIOYeHHE Ui paboTel B Cucteme.

Cpencrpo kpunrorpaduyeckoii 3amurebl nHpopmammnn (CK3H) — cpencto BeraucmTebHON
TEXHHKH, OCYILIECTBIsIOee Kpunrtorpapuyeckoe mnpeobpazopanue uHPOpMaAIHH JUId
obecrieyenns ee 6€30MaCHOCTH.

Daexrponnas noanucsk () — uadopmanus B nekTpoHHON Gopme, KOTOpas MPHCOSIHHEHA K
Apyroi HHPOPMAIHH B 2JIEKTPOHHOM (opMe (Mo amuchBaeMoil HHpOpPMaIHH) HITH HHBIM 00pazoM
CBf3aHa C Takoi wuHpOpMaunMed, M KOTOpas HCIONB3YeTCs Ui ONpeAeeHHs JIHIA,
noanuceiBaromero uHbopmanuio. B Cucreme i MOANUCAHHUS 3JIEKTPOHHBIX JOKYMEHTOB
NIEKTPOHHON MOANMKCHIO HCIOB3YETCS TEXHOJIOTHS ANEKTPOoHHO-IMppoBoil noamucu (DLII) B
HHPACTPYKTYpPe OTKPBITBIX KJIIOYEH.

Kmiou JI1 - yHukanpHas NocCief0BaTeNbHOCTh CHMBOJIOB, NpeJHa3HA4YeHHas JUId CO3JaHus
anekTpoHHOH mnoamucu. Kmow DII xpanuTtes mnone3oBareneM CHCTeMBl B Taiine. B
HH(pACTPYKTYpe OTKPBITBIX KITIOYEH COOTBETCTBYET 3aKkphiToMy Kmrody DLII1.

Kumiou npoBepkn 11 - yHuKanbHas M0C/IEA0BATEIBHOCTE CHMBOJIOB, 0JTHO3HAYHO CBSI3aHHAs C
KJTFOYOM 3JIEKTPOHHOM MOANUCH U Npe/Ha3HauYeHHas JUld POBEPKH MOIIMHHOCTH 3JIEKTPOHHOM
nojanucu. Kinou nposepku D11 uzBecten BceM 110J1b30BaTEIIAM CHCTEMBI M TI03BOJISAET ONIPE/ICIHTh
aBTOpPA IOITKCH U JJOCTOBEPHOCTH JIEKTPOHHOTO IOKYMEHTA, HO HE M103BOJISET BHIYUCIIHTE KITIOY



snexTporHor noanucu. Kimou nposepku DI cunTaercs npuHaUIeKAIIAM [0JIB30BATEIIO, €CITH
OH OBUI eMy BBIIaH YCTAaHOBIEHHBIM TNOpAAKOM. B HHQpacTpyKType OTKpPBHITBIX KIOHYEH
COOTBETCTBYET OTKphITOMY Kirouy D1III.

Cepruduxar kiao4ua npoepku Il - 371eKTPOHHBIH JOKYMEHT WX JOKYMEHT Ha OyMaKHOM
HOCHTEIE, BbIIAHHBIE YI0CTOBEPSIONIMM LIEHTPOM JIHOO0 J0BEPEHHBIM JIHLIOM YAOCTOBEPSIOLIETO
HEHTPa ¥ MOATBEPXKNAIONIME TNPHHAMIEKHOCTh KIIOYa MPOBEPKH 3JIEKTPOHHOM TOIIHCH
BJIQJIETIbIY cepTH(HKaTa KII04a MPOBEPKH JJIEKTPOHHOM ITOIITHCH.

YaocroBepsiomuii HEHTP - IOPUANYECKOE JIUIIO, OCYIIECTBRIsIOMee (GYHKINH 110 CO3/IaHHIO U
BBIZla¥ye CepTH(UKATOB KIIIOUEH NPOBEPKH IJIEKTPOHHBIX IMOJIKCEH, a TakkKe HHbIe (PYHKIHH,
IpelyCMOTPEHHBIE 3aKOHO1aTEILCTBOM.

Baapenen ceprudukara kiawo4a nposepku I - 11110, KOTOPOMY B YCTAaHOBJIEHHOM MOPSIKE
BbIIaH CepTU(UKAT KIII0Ya MPOBEPKH SIEKTPOHHOM MOJITUCH.

Cpeacrea DIl — mudpoBanbubie (Kpuntorpaduyeckhe) CpeacTBa, HCHOIb3yeMble JUIA
peaM3anui XOTs OBl ONHOM W3 cleAyromuX (YHKIMH — CO3JaHHE SJIEKTPOHHOH IOIHCH,
MpOBepKa 3NEKTPOHHON MOIMMCH, CO3/IaHHe KTIo4a 3JIEKTPOHHOM MOANKCH ¥ KIIIOYa NPOBEPKH
3JIEKTPOHHON MMOANHKCH.

Cep‘mdmxaT COOTBETCTBHA — JOKYMEHT, BBIJIAHHBIH 110 npaBujiaM CHCTEMBI cep’rmbmcauﬂn A1
NOJATBEPKIACHHS COOTBETCTBHA CCpTHClJHIalOBaHHOﬁ NMPOAYKIIHH YCTaHOBJICHHBIM Tpeﬁonaﬁusm.

IMoaTBepkAeHHe NOMTHHHOCTH JJIeKTPOHHOH MOANMCH B JJIEKTPOHHOM JOKYMEHTE —
IMOJIOKHTEBHBIA PE3yJIbTaT MPOBEPKH COOTBETCTBYIOMMM cpeacTBoM Il mpuHAMIEKHOCTH
3JIEKTPOHHOM TOJMKCH B 3JIEKTPOHHOM JOKYMEHTE BJAZIelblly cepTH(HKATa KJIHoYa IPOBEPKH
MOJANMMCH H OTCYTCTBHA HCKaKCHHH B TIOANMCAHHOM JIaHHOH JJIEKTPOHHOM IIOJIIHCHIO
3JIEKTPOHHOM JIOKYMEHTE.

Komnpomeranns Kjo4a — yTpara J0Bepus K TOMY, 4TO HCIOJIb3yeMble KITIOUH 0becneduBaoT
6ezonacHocTh HHpopManuu. K coObITHIM, CBA3aHHBIM C KOMIIPOMETALMENH KIOYEH, OTHOCATCS,
BKJTFOYasi, HO HE OTPaHUYHBAACH, CIIEYIOLIHE:

[ToTepst KJIFOYEBBIX HOCHTEICH.

I[ToTepst KIMIOYEBBIX HOCHTENEH C HX MOCIEAYIOIHM 00HapyKEHHEM.

VBOJIBHEHHE COTPYAHMKOB, HMEBIINX JOCTYT K KIIO4E€BOH HHPOpMALIUH.

HapyiieHue npaBiil XpaHCHHs W YHHYTOXKCHHMS (IIOC/Ie OKOHYAaHHA CpoKa JeHCTBHA)

3aKpBITOTO KIIIOYa.

e Bo3suuKHOBEHHE MOAO3pEeHHI Ha yTeuKy WHGOpPMalMM WIH €€ HCKaKEHHE B CHCTEME
KOH(pUICHIIHATEHON CBA3H.

e Hapyenue npaBui XpaHeHHs KITIOUEBBIX HOCHTEIEH.

e (Ciyyan, KOrJa Helb3s JOCTOBEPHO YCTAHOBHTB, YTO INPOHM3OILIO C KIHOYEBBHIMH

HOCHTENsAMHU (B TOM 4YHCIE CIy4ad, KOrja KIIOYEeBOH HOCHTE/b BBIIEN M3 CTpos H

JI0Ka3aTeIbHO HE OMPOBEPrHYTa BO3MOXHOCTH TOTO, 9TO, JaHHBIM (hakT mpousonen B

pe3yJibTaTe HeCAaHKIMOHUPOBAHHBIX JACHCTBHIl 3T0yMBIILIEHHUKA).

3. Prucku HCNO0JIb30BAHHS YJIEKTPOHHOM NOANMCH

l_[plr‘l HCITOJIB30BaHHH BHGKTPOHHOIU! NOJIMHUCH CYIIECTBYIOT ONPEACIICHHBIE PHCKH, OCHOBHBIMH H3
KOTOPBIX ABJIAIOTCH CICAYIOIIHE!

e Puckn, cBssannbie ¢ ayreHTHQHKaumuell (MOATBepHKICHHEM IOTHHHOCTH)
noJb30BaTels.



JIuno, Ha KOTOPOro YKa3bIBacT MOIIMCH M0/ JOKYMEHTOM, MOXET 3adBUTh O TOM, YTO
noanuck chanbcuPUIMPOBaHa U HE NPHHAUIEKUT JTAHHOMY JIHILY.

e Pucku, cBs3aHHBIE ¢ OTPEKAEMOCTHIO (OTKA30M OT COAEPKHMOro JT0OKYMEHTA).
JIuno, Ha KOTOPOE yKa3bIBAET MOANHCH MOA JOKYMEHTOM, MOMET 3asBHTh O TOM, YTO
JNOKYMEHT OBl ©3MEHEH U HE COOTBETCTBYET JOKYMEHTY, OANMHCAHHOMY AaHHbBIM JIMLIOM.

e Pucknu, cBfi3aHHBbIE ¢ OPHIAAYECKOH 3HAYMMOCTBIO JJIEKTPOHHON IOJNHCH.
B cnywae cyaebHoro paszbuparenbcTBa OfHA M3 CTOPOH MOXET 3asBHTb O TOM, 4TO
NOKYMEHT C DJIEKTPOHHOM MNOAIMMCHI0 HE MOXKET MOPOKAATh IOPHAMYECKH 3HAYHMBIX
MOCNIEACTBHN HITH CYUTATHCSA AOCTATOYHBIM JI0KA3aTEIbCTBOM B CYJIE.

e Puckmu, cBS3aHHbIE ¢ HECOOTBETCTBHEM YCJIOBHIH HCIOJIL30BAHUS YJIEKTPOHHO#H
MOANHCH YCTAHOBJICHHOMY MOPSIKY.

B ciydae HCnob30BaHuUs JIEKTPOHHOM MOANMCH B MOPSIKE, HE COOTBETCTBYIOLIEM
TpeOOBaHUAM 3aKOHOIATETLCTBA WIIH COTJIAIICHUH MEXKY YYaCTHUKAMH 3JIEKTPOHHOIO
B3aHMOJICHCTBHS, IOPHINYECKas CHJIA MOATMCAHHBIX B JAHHOM CITy4ae JJOKYMEHTOB
MOeT OBITh MOCTaBJIEHA 1101 COMHEHHE.

e Puckn, cBA3aHHBIE ¢ HECAHKIIHOHHPOBAHHBLIM 10CTYNIOM (HCIOJIL30BAHHEM
31eKTPOHHON noanucy 6e3 BeloMa BJaje/bua).

B ciay4ae komnpomeranuu Kimoya I11 nim HeCaHKIMOHUPOBAHHOTO JI0CTYNA K
cpeacteaM D11 MokeT OBITh MOTYHYEH JOKYMEHT, OPOKAAIONIHI IOPHAHYECKH 3HaYNMBbIe
MOCNEACTBHS U UCXOSAIIMHA OT MMEHH I0JIb30BaTeNs, K04 KOTOPOTo ObuI
CKOMIIPOMETHPOBAH.

Jlns CHMKEHHS [aHHBIX PHCKOB MM HMX H30€XKaHUS TNOMHMO ONpEJE/ICHHs TNOopsaKa
UCIIOJIB30BAHKUS SNEKTPOHHOH NOINMMCH TPH 3JEKTPOHHOM B3aMMOJCHCTBHH IMPEIyCMOTPEH
KOMILJIEKC NPABOBBIX M OPraHM3alMOHHO-TEXHHYECKUX Mep obecneuyeHus HHOOPMALMOHHOM
0e30MmacHOCTH.

4. O6mue NpUHIHNBI Opranu3annu nadopmanuonHoii 6esonacuoctu B Cucreme

Kpunrorpapuyeckas noxcucrema CuCTeMB! ONHPAETCS HA OTEYECTBEHHOE 3aKOHOJAATENBCTBO B
0671aCTH 3EKTPOHHOM NMOANKCH, HHPPACTPYKTYPhI OTKPBITHIX KIIOYEH U 3amuThl HHGOpMAIUH,
B ToM umcrie, Ha aeiictytomue ['OCT u pykoBoasmue nokymentsl @Cb u @CTIK, a takxke Ha
MexayHapoaHbi ctanaapt X.509, onpeaensomuil NPUHIKMIBI ¥ IPOTOKOJIBL, HCTIOJIb3yeMbIe ITPH
MOCTPOEHHH CHCTEM C OTKPBITBIMH KJIIOHaMH.

UndpacTpyKTypa OTKPBITBIX KITIOYelH — 3TO CHCTEMa, B KOTOPOW KaX/Ibli MMOIb30BaTeb HMEET
napy KJioued — 3aKpbIThii (CeKpeTHBIH) W OTKpPBITHIA. [Ipy 3TOM MO 3aKpLITOMY KITIOMY MOYKHO
IOCTPOMTL COOTBETCTBYIOIIMI €My OTKpBITBIf Kmoy, a oOparHoe mpeobpa3oBaHue
HEOCYIIECTBMMO MJIH TPeOyeT OrpPOMHBIX BpeMeHHBIX 3aTpaT. Kaxmeii nons3osaresb CHCTEMBI
resepupyer cede KIIOYEBYIO Iapy, U, COXpaHss CBOH 3aKpBITHIH K04 B CTPOTO# TaiiHe, AeaeT
OTKpBITHIN K04 obmenoctynubM. C TOUKH 3peHHS MHPPACTPyKTYphl OTKPBITHIX KIO4YEH,
mudposanue npeacTaBiser coboit npeobpazosanue cOOOMIEHHS, OCYIIECTBIAEMOE C TIOMOLIBIO
OTKPHITOTO KJIIOYa Tojtyyarens uHpopmanuu. Toabko mosydaresb, 3Has CBOH COOCTBEHHBI
3aKpBITHIA K04, CMOXKET MpoBeCTH obpaTHoe npeobpa3oBaHHMe M NpPOYHTaTh COOOMICHHS, a
GoJIblIIe HUKTO CENaTh 3TOr0 HE CMOXKET, B TOM YHCJIe — U CaM OTIPAaBHTENb IMH(POrpaMMBL.
DJIeKTPOHHAs TOANMCh B HMHQPACTPYyKType OTKPBITBIX Kioded — 5To mpeobpazoBaHue
coOOIIeHHs C TOMOIIBIO 3aKPBITOr0 Kioua ormpaBuTens. JloGoH xenaiommh MOXKET i
TIPOBEPKH MOJIUCH POBECTH 06paTHOE IpeobpasoBanye, IPUMEHHB 0OIIEAOCTYITHBIH OTKPBIThIH
kmou (kmou mposepku D) aBTopa JOKyMEHTa, HO HMKTO HE CMOXET WMHTHPOBATH TaKOH
JOKYMEHT, He 3Has 3aKpbIToro kmouya (kmova OIT) aBropa.



O6s3aTebHBIM ~ YYACTHHKOM  JI000W  HHQPACTPyKTYypbl OTKPBITBIX KIIOYEH  sBIsIETCA
VI0CTOBEpSIONINM LEHTP, BBHIONHAIOMMH (YHKIMM LEHTpa JOBEpHUS BCEH CHCTEMBI
nokymentoobopora. Ilpu stom VYiocrosepsiommii HEHTp oOecreydBaeT BbIIOJTHEHHE
CIEYIOMIMX OCHOBHBIX (YHKIIHI:

® BBINYCKAcT CEpTH(HKATHl KIHOYEH NPOBEPKH JJICKTPOHHBIX MOANMCEH M BBLIACT HX
T0JIb30BATEIISM;

®  BBIJAET MOJIB30BATENSIM CPECTBA IEKTPOHHON MOAIHCH;

® co3jaeT 1o oOpalieHusM 3asBUTENEH KIIIOYH IEKTPOHHBIX MOANMHKCEH M KITFOUH POBEPKH
37IEKTPOHHBIX MOIUCEH,

e nqony4yaer ¥ oOpabarbiBaeT COOOIICHHS O KOMIIDOMETAlMH KIIOYEH; aHHYJIHpPYeT
BBIIAHHbIE 3THM Y/IOCTOBEPSIOIIMM ILEHTPOM CepTH(HKATBl KIIOYeH IPOBEPKH
3JIEKTPOHHBIX MOJIITUCEH, JI0BepHe K KOTOPBIM yTPa4eHOo;

e BeJeT peecTp BHIJAHHBIX M AHHYJHPOBAHHBIX OSTHM YAOCTOBEPSIOMMM LIEHTPOM
cepTH(HUKATOB KO4Yedl TNpPOBEPKM DJIEKTPOHHBIX MOANMHMCEH (Jajee — peectp
cepTH(HMKATOB), B TOM YHCIIe BKJIIOYAOMMUH B ceOs MHOpMaIHIO, CONEPKAILIYIOCs B
BBIAHHBIX 3THM YJIOCTOBEPSIOIIAM IIEHTPOM cepTHdHKaTax KiIroyel NpOBEpKH
SNEKTPOHHBIX MOAMUCeH, ¥ HHPOpPMALMIO O JaTax INpeKpalleHHs AeHCTBUS WIIH
AHHYJIMPOBAHMS CePTHOHUKATOB KIIOYEHl MPOBEPKH OJIEKTPOHHBIX Tmoamucedt u 06
OCHOBAHHUAX TAKHX MPEKPAILCHHS HJIM aHHYJIMPOBAaHHS M oOecrieuyHBaeT MOCTYI JIMIl K
HHbOpPMALH, CoJepKAIIEHCs B peecTpe CepTH(HKATOB;

® [pOBEpSET YHHKAIBHOCTh KJIOYEH NPOBEPKHM 3JIEKTPOHHBIX IOANMCEH B peecTpe
cepruduxaTos;

® OCYIIECTBISIET 10 OOpAIIEHUAM YYACTHHKOB 3JIEKTPOHHOIO B3aUMOJEHCTBHS MPOBEPKY
JNIEKTPOHHBIX TO/UCEN;

e onpenensieT NOpAAOK pa3bopa KOHGIIMKTHBIX CHTYallHil M JIOKa3aTejbCTBa aBTOPCTBA
3JIEKTPOHHOIO JIOKYMEHTA.

CBOI0 J1eATENIBHOCTh Y OCTOBEPAIOMIAN IIEHTP OCYIIECTBJISET B CTPOrOM COOTBETCTBHH C
3aKOHO/IaTE€IbCTBOM, COOCTBEHHBIM pErJIAMEHTOM M COIJIAIEHHSAMH MEXAY Y4YaCTHHKaMHU
3JIEKTPOHHOTO ~ B3auMojeWcTBus. brarogaps cobmonenuio HeoOXonuMelX —TpeboBaHmil
UCKITIOYAIOTCS PHCKH, CBS3aHHBIE C IOPHAMYECKOH 3HAYMMOCTBIO JOKYMEHTOB, IOJIMTHCAHHBIX
SJEKTPOHHON MMOAMMCBHIO, ¥ CHHXKAIOTCH PHCKM HECOOTBETCTBHS YCIIOBHH HCIOJIb30BaAHHSA
3JIEKTPOHHOH MOIMHMCH YCTAHOBICHHOMY MOPSAZIKY.

Ceprudukar wmoda npoBepkr DIl 3aBepsieTcst NIEKTPOHHOH MOANMCHIO Y IOCTOBEPSAIONIETrO
IEHTpPa ¥ NOATBEPXKAaeT (HaKT BIAJCHUS TOTO HIIK HHOTO y4aCTHHKA JOKYMEHTO000pOTA TEM HIIH
HHBIM Kiio49oM nipoBepku DI u cooTBeTcTByIommM emy kmodom JI1. brarogaps cepradukaram,
nonb3oBaresn CHCTeMBl MOryT ONO3HaBaThb JApyr JApyra, a, KpoMe TOro, IpOBEPATh
NPUHAUIS)KHOCTh 3JIEKTPOHHON TOJIMMCH KOHKPETHOMY TMOJIb30BaTeN0 M  LEIOCTHOCTh
(HEH3MEHHOCTb) COJEPXKaHMA TOJMUCAHHOrO JJIEKTPOHHOrO JOKyMeHTa. Takum oOpasom
UCKITIOYAIOTCS] PUCKH, CBA3AHHBIE C MOATBEPKIACHUEM MOVTMHHOCTH ITOB30BATENS H OTKA30M OT
COJICP)KUMOT0 IOKYMEHTA.

ITpeobpazoBanus cooOLIEHNH ¢ HCTIONB30BAHUEM KIJTIOYEH JOCTATOYHO CIOXKHBI U IPOU3BOAATCS
C TIOMOIIBIO CHEIHAIBHBIX CPEJACTB 3NeKTpoHHOM noamucH. B Cucreme s 3THX uenei
ucnons3yercs CK3U, umeromee cepTHHUKAT COOTBETCTBUS YCTAHOBJICHHBIM TPeOOBaHHUAM Kak
cpeactBo snekrponHod noamucu. Jlannoe CK3U — ato mporpammHoe obecrnieueHne, KOTopoe
pelaeT OCHOBHBIE 3a/1a4y 3alUThl HHpOPMAIHK, 2 IMEHHO!



e ofbecrieyeHHe KOH(UACHIHAIBHOCTH HHGOpPMAUMH — IMM(pOBaHWE I 3aIIUTHI OT
HECaHKIIHOHUPOBAHHOTO JOCTYTa BCEX 3IEKTPOHHBIX JOKYMEHTOB, KOTOpbIe 00pamaroTcs
B Cucreme;

® [OJTBEPXKIECHHE aBTOPCTBA JIOKyMeHTa — mnpumeHnenue Oll, koTopas craBHTCS Ha BCe
BosHuKaiomme B CHCTEeMe 3JIeKTPOHHBIE JOKYMEHTBI; BIIOCJICACTBHM OHA I103BOJISET
peliaTth Ha 3aKOHOJATENbHO 3aKPEIUICHHOH OCHOBE IIOObIE CIOPhI B OTHOLICHWH
aBTOPCTBA JIOKYMEHTA;

e obecneueHue HeoTpekaemocTH — mnpumeHenue OIl m obs3arensHOe CcoXpaHeHHE
rnepe/laBaeMbIX JIOKyMEHTOB Ha ceppepe CHCTeMBbl y OTHpaBHTENs H IOJydYarels;
HOMMCAHHBIN JOKYMEHT 00J1aJaeT I0pHJIHYeCKON CHIION ¢ MOMEHTA IOIIMCAHHS: HH €ro
coJepiKaHKe, HU caM (pakT CyIIecTBOBaHUS JOKYMEHTa HE MOTYT ObITh OCIIOPEHBI HUKEM,
BKJIIOYasi aBTOpa JIOKYMEHTa;

e obecrieueHue IEIOCTHOCTH NOKyMeHTa — npumeHenue JOll, KoTopas comepxur B cede
Xoll-3Ha4eHue (YCIOKHEHHBIH aHaJor KOHTPOJBHOH CYMMBI) IOJIIMCHIBAEMOrO
JIOKYMEHTa; TPH TOMBITKE M3MEHHTh XOTS Obl OJMH CHMBOJ B JIOKYMEHTE WJIH B €ro0
MOJNHUCH TIOCTI€ TOro, Kak JOKYMeHT Obul moamucaH, Oyaer napymena JI1, uto Gyner
HEMEJUIEHHO MarHOCTHPOBAHO;

e ayTeHTH(UKAIMs YJaCTHHKOB B3aMMojeicTBHA B CHCTeMe — Kak/Ibli pa3 mpu Hawane
ceanca pabotel cepBep CHCTEMBI M IOJIB30BATENb MMPEABABIISIOT APYT JAPYry CBOH
cepTH(HMKATBI U, TAKMM 00pa3oM, W3GeraroT OMaCHOCTH BCTYIMHMTh B HH(OpMAIMOHHBIH
0OMeH ¢ aHOHHMHBIM JIMLIOM WJIH C JIALIOM, BBLIAIOIINM ceOs 3a Ipyroro.

Vposens 3ammineHHOCTH CHCTEMBI B IEJIOM PaBHSETCS YPOBHIO 3alMINCHHOCTH B €€ CaMOM
cnabom wmecrte. [losToMy, yuWThiBas TO, 9YTO CHCTeMa OOECIEYMBACT BBICOKHH YPOBEHb
WHPOPMALMOHHOM 6e30macHOCTH Ha MYTH CICJOBAHUs JJIEKTPOHHBIX HOKYMEHTOB MEXIY
YYaCTHUKAMH JOKYMEHTOOOOPOTA, MU CHIDKEHHS MM M30eXkaHUs PHCKOB HEOOXOAMMO TaK ke
THIATENBHO CcOOMOMaTh Mepsl 0O€301IaCHOCTH HEMOCPEACTBEHHO Ha pabouMx —MecTax
MoJIb30BaTeNeH.

B cnenyiomeM pazaene comepkarcs TpeOOBaHHMS W PEKOMEHIAlMH IO OCHOBHBIM Mepam
uHpOopMaIHOHHON 6e30M1acHOCTH Ha paboyeM MECTE I10JIb30BaTe]I.

5. Tpe6oBanus M peKOMeHAAMH N0 obecnedenHio HHPOPMANHOHHOH 0e30IACHOCTH HA
pabouem mMecTe MOJIL30BATENSA

Pa6ouee mecto nosb3oBarens Cucremsl ucnonszyer CK3U mns obecneyeHus NETOCTHOCTH,
KOH(HMAEHIMATBHOCTH W TOATBEPXKACHHs aBTOPCTBAa WH(OpMauuu, rnepeaBacMoil B paMKax
Cuctemsl. Ilopsnok obecrnevyenns uH(popmaumonHoi Gesomacnoctn npu pabore B Cucreme
onpesiefeTcs PYKOBOAMTENEM OpraHu3alue, mnoakmovaomeics x Cucreme, Ha OCHOBE
PEKOMEH/IAllAK 10 OpraHU3alHOHHO-TEXHHYECKMM MEpaM 3allWThbl, W3JI0XKECHHBIM B JIAHHOM
pasjienie, IKCruyaTaunoHHoi aokymenTtanun na CK3H, a Taxke QeHCTBYIONIEr0 pOCCHHCKOro
3aKOHOJATENbCTBA B 00IACTH 3aLUTHI HHOOPMAIHH.

5.1 Ilepconan

JlomkeH ObITh ONpeNeNeH M YTBEPXKICH CIIHCOK JIHI, HMMEIOMMX JOCTYyNl K KIIHO4YeBOH
UHpOpMALIHH.

K pabore ma APM c ycranosnennsiM CK3U nomyckaioTcs TOJNBKO ONPENEICHHBIC JUIA
SKCIUTyaTalli¥ JIMNA, MPONIEJIIHE COOTBETCTBYIONIYI0 IOJATOTOBKY H O3HAaKOMJICHHBIE C
ronp30BaTenbekoi fokymenTanuei Ha CK3U, a takke ApyruMH HOPMATHBHBIMH JIOKYMEHTaMH
[0 HCTIOB30BAHUIO HIEKTPOHHOH MOIITHCH.



K ycraHoBke 06LIECHCTEMHOr0 M CIIENHAIBHOrO NMporpaMMHoro obecnevenus, a takke CK3U,
JIOTTYCKAIOTCs JOBEpeHHbIE JIHI@A, MPOIIEANIHe COOTBETCTBYIONIYIO MOATOTOBKY M H3YYHBIIHE
JokymeHTanuio Ha coorsercTByromee [10 u na CK3U.

PexoMeniyercs HazHaueHWe B opraHusanud, skcruryatupyromedt CK3M, ampmummucTparopa
6€e30MacHOCTH, Ha KOTOPOTO BO3/IaraloTcs 3a/1a4i opraHu3anuy padot no uenonb3oBanuio CK3U,

BBIPAOOTKH COOTBETCTBYIOUIMX HWHCTPYKUHMH IS MOJb30BaTeled, a TakkKe KOHTpOJI 3a
cobmoaenuem TpeboBanui nmo 6€30MacHOCTH.

JIO/DKHOCTHBIE MHCTPYKIMH nNojb3oBateneid APM u agMuuucTpaTtopa 6e30macHOCTH JOJDKHBI
y4HThIBaTh TpeOoBanus HacTosmmx [Ipasu.

B ciydae yBOJbHEHHMsS WM TIepeBOAa B ApYroe mnojpasjielieHHe (Ha ApYTryio JOJDKHOCTS),
u3MeHeHus (YHKIMOHAIBHBIX OOf3aHHOCTEH COTPYAHMKA, MMEBIIEro JOCTYN K KIIHOYEBBIM
gocuressM (DI u mmdpoBanus), 10/DKHA OBITE IPOBEAEHA CMEHA KITIOYEH, K KOTOPBIM OH HMEJ
JIOCTYTI.

5.2 Pazmemenue Texauuecknx cpeacts APM ¢ ycranopiaennsim CK3U

Jlo/mkHO GBITE UCKITIOYEHO OECKOHTPOIBHOE MPOHUKHOBEHHE H NpeObIBAHKE B NMOMEILIEHHAX, B
KOTOPBIX pa3sMeINaloTes TexHudyeckue cpeactBa APM, NMOCTOPOHHHMX IHMI, 1O POAY CBOEH
NEATEILHOCTH HE SBJISIOMMXCS IEPCOHAIOM, HOMYIIEeHHbIM K paboTe B yKa3aHHBIX ITOMELICHHSX.
B ciydae HeOOXOMAMMOCTH MPUCYTCTBHS TaKWX JIMI B YKa3aHHBIX MOMEHICHHAX NODKEH OBITh
obecrie4eH KOHTPOJIb 33 UX ACHCTBUIMH.

Pexomenyercs ucronb3oBath APM ¢ CK3U B 01HOMO/B30BATENBECKOM pexXuMe. B OTAeIbHBIX
clIydasix, pd HeoOXOMMMOCTH Henoib30BaHua APM HECKONBKHMH JIHIAMH, TH JIHIA JIOJDKHBI
06J1aaTh paBHBIMH NTPaBaMH JIOCTYIIAa K HH(pOpMaIIHH.

He pomyckaercs ocraBnsTh 6e3 KoHTposis APM npH BKIIOYEHHOM MUTaHWUH H 3arpyXKCHHOM
nporpammaom obecriedennn CK3M mocne BBoma kmoueBod unbopmaumu. Ilpun yxone
nosp30BaTes ¢ paboyero MecTa JOJDKHO HCIOJIb30BaThCA ABTOMATHYECKOE BKIIKOYEHHE SKPAHHOMH
3aCTaBKH, 3alMIICHHON maposieM. B OTAETBHEIX CilydasX NpH HEBO3MOXKHOCTH HCIIOJIB30BaHUA
napoNbHOM 3almMThl, fAomyckaeTes 3arpyska OC Ge3 3ampoca napojisi, MpH 3TOM AOJDKHBI OBITH
peaM30BaHbl  JOMOJHHUTEIbHbIE  OPraHM3allHOHHO-PEXXMMHBIE  MEpbl,  HCKIIOHAIOLIHe
HECAHKIIMOHMPOBaHHBIH nocTyn K APM.

PexoMeHIyeTcs MpeyCMOTPETh MEphl, HCKIIIOYAlonHe BO3MOXKHOCTh HECAHKIIHOHHPOBAHHOTO
W3MeHeHHs anmapaTHod uyacth APM, wHanpumep, oredaThiBaHMe cucTeMHoro Onoka APM
aZIMUHHCTpATOpOoM. Takke BO3MOXKHO B 3THX EJIAX NPHMEHCHHE CIICHHAIIBHBIX CPE/ICTB 3allUTEI
uH(pOpMaIHK — annapaTHbIX MOIYJIEH JOBEPEHHOM 3arpy3KH.

PeKkoMeH/IyeTcsi IPHUHATH MEphl MO HCKIIOYCHHIO BXOX/ICHHs JIMIl, HE OTBETCTBEHHBIX 3
aqvuancTpupoBanne APM, B pexxum kondurypuposanus BIOS (Hanpumep, ¢ HCIIOIb30BaHHEM
MapoJILHOM 3alINTHI).

Pexomenayercs ompeaenuts B BIOS ycraHOBKM, HMCKIIOYAMONIHE BO3MOMKHOCTb 3arpy3ku
ONEPALMOHHOM CHCTEMBI, OTJIMYHOM OT YCTAHOBJICHHOW HAa JKECTKOM JIMCKE: OTKIIHOYaeTCH
BO3MOXKHOCTh 3arpy3ku ¢ rubkoro jmucka, mpusoaa CD-ROM, wuckmodaiorcs npoune
HecTaH/IapTHbIE BUBI 3arpy3ku OC, BKIHOYas CETEBYIO 3arpy3Ky.

Cpencrsamu BIOS fomkHa GbITh HCKITFOUEHA BO3MOXKHOCTB paboThl Ha [I9BM, ecim Bo Bpems
€ro HavaJIbHOM 3arpy3KH He TPOXOAAT BCTPOEHHBIE TECTHI.



5.3 YcranoBka nporpamMmuoro obecrnieuenusi Ha APM

Ha rexnuueckux cpeactsax APM c ycranosinennsiM CK3UM HeoOX0auMO HCIIOB30BATH TOTBKO
JMIEH3MOHHOE porpaMMHoe obecreueHre HHPM-H3rOTOBUTEINEH, MOTYy4EHHOE U3 JIOBEPEHHBIX
HCTOYHHKOB.

Ha APM nomkHa OBITH YCTaHOBJIEHA TOJBKO OJHA onepaunuoHHas cucrema. Ilpu stom He
JIONMYCKAETCsl  MCIIONB30BaTh HECTAHJAPTHBIE, HW3MEHEHHbIC W/IH OTIAJOYHBIC BEPCHH
ONnepaluoOHHON CHCTEMBI.

He nomyckaercs ycraHoBka Ha APM cpenctB paspaboTKM M OTJAAKH MPOrpaMMHOrO
obecrieuenns. Ecim cpeicTBa OTNAIAKH NPUIOKEHHH HEOOXOAMMBI JUIS TEXHOJOTHYECKHX
notpe6GHOCTEl MONB30BATENS, TO WX MCIONB30BaHME JOKHO OBITh CAHKIHOHHPOBAHO
aJMHHHCTpaTopoM GesomacHocTh. B mobom cinydae 3anpemiaeTcs HCroib30BaTh ITH CPE/ICTBA
JUIS TIPOCMOTpa M PENAKTHPOBAHWsS KOZAA W TAMATH NpHioxenui, ucrmonssyroumx CK3H.
HeoOX0MMO HCKIIOYHTH IMONAJAaHWE B CHCTEMY CPEICTB, IMO3BOJISIOMIMX OCYIIECTBIATH
HECAHKIIMOHMPOBAHHBIM JOCTYN K CHCTEMHBIM pECypcaM, a TaKkKe IporpamM, MO3BOJIAIOUIMX,
nonb3ysick ommbkamu OC, momy4ars NPUBHIIErHH aIMUHHCTPATOPA.

PekoMeH/IyeTcsl OrpaHMYMTh BO3MOXKHOCTH T0JIb30BaTEsl 3aIlyCKOM TOJIBKO TeX NMPHIIOKCHHH,
KOTOpBIE pa3pelIeHbl aIMHHUCTPATOPOM Oe3011aCHOCTH.

PexoMeHyeTCs YCTAaHOBHTH M HCIONB30BaTh Ha APM aHTHBHpYCHOE MpOrpaMMHOE
obecnieueHue.

Heo6XoauMo peryisipHo OTCIeKHBaTh M YCTaHaBIMBAaTh OOHOBJIECHHS OE30MACHOCTH JUIA
nporpammuoro obecnievenuss APM (Service Packs, Hot fix u T 11.), 0GHOBISTS aHTHBHPYCHBIC
Oa3bl.

5.4 Hacrtpoiika onepaunonHoii cucrembl APM

AnmuancTpaTop 0€30MacHOCTH JOKEH CKOH(QUIypHpOBaTh ONEPAllHOHHYIO CHCTEMY, B CPEAC
KoTopoil muanupyercs wucnons3osath CK3M, u ocymecTsisith NEPHOAMYECKHH KOHTPOIb
CJIETAHHBIX HACTPOEK B COOTBETCTBHHU CO CIICAYIONIMMH TPeOOBAHUIMH!

o TIpaBom ycranosku u Hactpoiikn OC u CK3H nomked 061anarh TOIbKO aIMHHHCTPATOP
6e30macHOCTH.

e Bcem mnonp3oBaTensM M rpynnam, sapeructpupoBanHbiM B OC, He0OX0AMMO Ha3HAYHTD
MHHMMAJIBHO BO3MOXHBIE /LTSl HOPMaJIbHON paGoThI Mpasa.

e VY rpynnsi Everyone nomxkHbl ObITh y/IaleHbl BCE IIPUBHIICTHH.

e PexoMeHAyeTcs HMCKIIOYHTH HCIOJIB30BAHWE pEXMMa aBTOMATHYECKOro BXoJa
M0JTB30BATEIS B ONIEPALIMOHHYIO CHCTEMY TIPH €€ 3arpyske.

e PexoMeHJIyeTcs ePeHMEHOBATH CTAHIAPTHYIO YYETHYIO 3anuch Administrator.

e JlomkHa GBITH OTK/IIOYEHA yUETHAS 3alich JUIsi rocteBoro Bxona Guest.

e VCKmOuYMTH BO3MOXHOCTh  YHOQICHHOTO  YIpPAaBlIEHHS, aJIMHHHCTPHPOBaHHA H
momu¢pukamun OC M ee HACTPOEK, CHCTEMHOIO peecTpa, Ul BCEX, BKIKOYAs IPYIITY
Administrators.

e Bce Hencronb3yeMbIe Pecypehl CHCTEMbl HEOOXOAMMO OTKIIIOYHTH (MPOTOKOJIBI, CEPBHCHI
M TIL).

o JlomkHO ObITh MCKIIOYEHO MJIM OrPaHHYEHO € Y4YEeTOM BHIOpDAaHHOW B OpraHM3allMH.
MOMHTHKH O€30MAacHOCTH HCIONB30BaHWE Tonb3oBarensmMu cepsuca  Scheduler
(rrapMpoBIIMK 3az1a4). [IpH MCMOIb30BaHMM J@HHOTO CepBHCA COCTaB 3allyCKaeMOro



nporpammuoro obecrievyenusi Ha APM cornmacoseiBaeTcss ¢ aJMHHHCTPAaTOPOM
6e301acHOCTH.

e PexoMeHayeTcs OpraHM30BaTh 3aTHpaHHe BpeMEHHBIX (aiiioB H (aiiloB NoaKayky,
dopmupyeMslx HIH Moaubuuupyembix B mponecce paborei CK3U. Ecimm ato
HeBbMoHIMO, To OC [0/KHA MCTIONB30BAaThCS B OJHONONB30BATEIHCKOM PeXUME U Ha
JKECTKUHM JUCK JO/DKHBI paclpoCTpaHAThCA TpeOOBaHHs, MPeABABIIEMBIE K KIHOUCBBIM
HOCHTEJISM.

e Jlo/okHBI OBITH YCTAaHOBJICHBI OTPAaHHYECHHS Ha JOCTYN IOJIb30Baresiedl K CHCTEMHOMY
peecTpy B COOTBETCTBHHM C TPHHATOW B OpraHM3alliM IOJMTHKOH 0€30IacHOCTH, YTO
peanmusyetcs pu oMo ACL uim ycranoBko# nmpaB goctyna npu Hanuane NTFS.

e Ha Bce aupekTopuu, cojepxainne cucteMHble (aiiel Windows um nporpamMmel H3
xomruiekta CK3HU, nomkHbl ObITH YCTAHOBNEGHBI MTpaBa JOCTYIA, 3allpellaoNye 3amuch
BCEM MOJIb30BaTeNsM, Kpome AxmuuucTparopa (Administrator), Cosnarens/Bianenbia
(Creator/Owner) u Cuctems! (System).

e JlomkHa OBITh HCKIIOYEHA BO3MOXHOCTH CO3/aHHMS aBAPUHHOIO Jamria OnepaTuBHOU
naMsTH, Tak KaK OH MOXET COJIepIKaTh KpUITorpahuuecKy OnacHyio HHGOPMAIHIO.

e Pexomenjyercs obecneunTs BeieHHe jKypHanoB ayauta B OC, mpu 3TOM OHa JO0JDKHA
OBITH HACTPOEHA Ha 3aBepIeHHe paboThI MPH MEPEIOITHEHHH KYPHAJIOB.

e PexomeHayercs TIPOM3BECTH HACTPOHKY IapaMeTpoB CHCTEMHOro peectpa B
COOTBETCTBHH € IKCILTyaTallMOHHOM JoKyMenTanmeii Ha CK3U.

e PexoMenayercs pa3paboTarTh U IPUMEHHTH NONUTHKY HAa3HAYCHHS U CMEHbI apoJien (Juis
sxozaa B OC, BIOS, npu mudpoBannu Ha naposie | T 1.), HCIO0Ib30BaTh (GUILTPEI aposieH
B COOTBETCTBHH CO CJICAYIOIHMH IPAaBUIIaMH;

e JUIMHA NapoJis J0/DKHA OBITh HE MeHee 8 CHMBOIIOB;

e B YHCJIE CHMBOJIOB Iapouisi 0043aTebHO JNOKHBI NPUCYTCTBOBATh OYKBBI B BEPXHEM H
HIDKHEM perucTpax, Unpsl i crennaibubie cuMBoisl (@, #, §, &, *, % u T.11.);

e [apoib HE JOJDKEH BKIOYATh B Ce0s JIETKO BBIYHC/ISEMBIE COYETAHHS CHMBOJIOB (MMEHa,
damumun ¥ T 11.), a Takke obmenpunsTeie cokpamenns (USER, ADMIN, ALEX n T 1.);

e [IpH CMEHE MapoJis HOBOE 3HAUYEHHE JIOJHKHO OTJIMYATHCS OT NPEABUIYIIEro He MEHEE YeM
B 4-X TIO3UIMAX;

e JIMYHBIN APOJIb NOJIB30BATENb HE HMEET IIpaBa coo0IaTh HIKOMY;

e He JIONYCKAeTCsl XPaHUTh 3alUCaHHbIE NApPOJIA B JIETKOAOCTYMHBIX MECTAX;

e NEPHOJMYHOCTH CMEHbI TAPOJIS ONPEINIACTCS IPUHATOMN MOJIMTHKOH 6€30MacHOCTH, HO HE
JIOJDKHA MPEBBIIATh 6 MECSIIeB;

e yKa3zaHHas MOJUTHKA 00s3aTeIbHA [UIS BCEX YYCTHBIX 3alMCeH, 3aperHCTPHPOBAHHBIX B
OC.

5.5 Yeranoska u Hacrpoiika CK3H

VYcranoska u Hactpoiika CK3M na APM f10/kHa BBITOJHATHCA B IPHCYTCTBHH aIMMHHCTPATOPa,
OTBETCTBEHHOTO 3a paboTocmocobHocTs APM.

Veranoska CK3U na APM no/mkHa NPOM3BOAUTECS TONBKO € AUCTPHOYTHBA, MOIYYCHHOTO MO
JIOBEPEHHOMY KaHaiy.

Veranoska CK3U 1 nepBuYHAas MHMIMATM3AIMA KTOYeBOH MH(pOpMaLUH OCYIIECTBIIACTCSA B
COOTBETCTBHH C SKCILTyaTalMOHHOM fokymenTanueit na CK3U.

Ilpu ycranoske 10 CK3U ma APM nomken ObiTh obecrieyeH KOHTPOIb LENOCTHOCTH H
nocroseprocTsh auctpubyruna CK3U.



Pexomen/ryeTcs mnepejl ycTaHOBKOH mnpoussectH mposepky OC Ha OTCYTCTBHE BpPEIOHOCHBIX
IIPOrpamMM C IOMOIIBIO AHTHBUPYCHBIX CPEJICTB.

[o 3aBepiIeHUA HHALMATHA3ALAN OCYIIECTBISIOTCS HACTPOHKa H KOHTPOJIL paboTOCIIOCOOHOCTH
I10.

3anpemaercs BHOCHTh KaKHe-THOO M3MEHEHHs, HE MNpPEIyCMOTPEHHBIE SKCILTyaTallHOHHON
JIOKyMeHTanuei, B nporpammuoe obecnedenne CK3U.

5.6 IMoaxkarouenne APM k cersim 001mero mojibL30BaHus

[Tpu ucnonszoanun CK3U na APM, noxmoyeHHBIX K CeTAM OOLIEro nojb30BaHusl, J10/DKHbI
OBITH MpeANpHHSTHI JOTOJIHUTEbHBIE MepBl, HCKITIOYAIOIIHe BO3MOYKHOCTb
HECAHKIIHOHMPOBAHHOTO JIOCTYyNa K CHUCTEMHBIM pecypcaM HMCIOJIb3yEMbIX ONEpalMOHHBIX
CHCTEM, K IIPOrPaMMHOMY 0becIieueHnIo, B OKpyxeHHH Kotoporo ¢ynkuuonupyior CK3U, u k
komnonernTamM CK3U co cTopoHbl yKa3zaHHbIX ceTed. B xauecTBe Takod Mepbl pEKOMEHIyeTcs
YCTaHOBKa W HCHoOJb30BaHKe Ha APM cpelcTB MexceTeBOro SKpaHupoBaHus. JIomkeH ObITh
3aKPBIT JIOCTYI KO BCEM HEHCIIOIb3YEMbIM CETEBBIM ITOPTaM.

B ciyuae noaxmouenus APM ¢ ycranosnennsiM CK3UW k 00IEAOCTYNHBIM CETAM Nepeaayu
JIaHHBIX HEOOXOAMMO OrPAHHYHMTh BO3MOIKHOCTH OTKPBITHS M HCTIONHEHHS (aiioB M CKPUNITOBBIX
o6wextoB (JavaScript, VBScript, ActiveX u T 11.), HOTy4eHHBIX M3 CeTel 00IIEro nojib30BaHus,
6e3 1mpoBejieHHs COOTBETCTBYIOIIMX MPOBEPOK HA NPEAMET COAEPKAHHUs B HHX IPOrpaMMHBIX
3aK/1aJI0K U BPEIOHOCHBIX IPOrPaMM.

5.7 O6pamenne ¢ KJI0YeBbIMH HOCHTE/ISAMH

B opranuzaumm J0/DKeH ObITh ONpeNie/ieH M YTBEPXKACH MOPAIOK y4dera, XpaHeHHs H
HCTIONB30BAHMS HOCHTENeH KmodeBoi uadopmaimu ¢ kmovamu D11 u mmdposanus, KOTOPHIHA
JIO/DKEH MCKJII0YATh BO3MO)KHOCTh HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K HUM.

JIns XpaHeHHs KITIOYEBBIX HOCHTENEH B MOMEMICHHSAX [AO0JDKHBI YCTAHAB/IMBATHCA HaIC)KHbIC
Metaideckue xpanwmimia  (ceiidei), 0oOopynoBaHHBIE — HAJCKHBIMH  3aNMPAIOIIUAMH
yCTPOHCTBAMH.

3anpemaercs:

e CHHMAaTh HECAHKIIMOHHPOBAHHBIE AIMUHUCTPATOPOM 6€30MaCHOCTH KOMHMH € KITFOYEBBIX
HOCHTEJIEH.

e 3HAKOMHMTB C COJIEP)KAHAEM KITFOYEBBIX HOCHTEJICH HIIM NepeiaBaTh KIIOYEBbIC HOCHTEH
JMI@aM, K HAM He JIOTTYIIECHHBIM, a TAK)Ke BBIBOAHTH KIIOUEBYIO MHPOpMAIHIO HA JAHCILICH
(MoruTOp) APM Mm npuHTEp.

e VcraHaBiuBaTh KIIOYEBOH HOCHTENh B cuMThBatomee ycrpoiicreo [I9BM APM B
pexuMax, He IpeayCMOTPEHHBIX QYHKIIHOHMPOBAHHEM CHCTEMbI, 8 TAKXKE yCTaHABIMBATH
HOCHTENb B Apyrue [I9BM.

e Mcnons3oBath GbIBIIME B paboTe KIIOYEBbIe HOCHTEIH JUIA 3allMCH HOBOH MH(pOpMAIIHH
Ge3 NpeIBAapUTENLHOrO YHMYTOKEHHS HA HHX KIIOYEBOH HH(OPMALMH CpEICTBAMH
CK3H.

5.8 O6pamenne ¢ Kao4eBoil undopmanuei

Brnanenen cepruukara kmoda nposepku II1 obs3an:

o Xpauuts B TaiHe ko4 DI (3aKpeITHIH KI0Y).



o He ucronp30Bath JUIs 2JIEKTPOHHOM MOANKCH H IIHQPOBAHHS KIIIOYH, €CIIH EMY H3BECTHO,
YTO 3TH KJIFOYH MCTIONB3YIOTCS HIIM HCTIONB30BAINCEH paHee.

e Hewmemienno Tpe6oBaTh MPHOCTAHOBJICHUS ICUCTBUS cepTHdHKaTa Kimroya nmposepku 1
IIpH HAIMYHM OCHOBAHMIA 1os1arath, 4to TaifHa kmoda DI (3aKkpsIToro Kixo4a) HapyieHa
(mpom3ouLIa KOMIPOMETALUA KIIIOYa).

e OGHuoBIATH ceprH(ukar Kmo4ya npoBepkH Ol B COOTBETCTBHH € YCTaHOBJICHHBIM
PETIaMEHTOM.

5.9 Yuer u KOHTPOJIb

JlettcTus, cssannbie ¢ skcruryaramueit CK3U, nomknel ¢pukcupoBathes B «2KypHaje y4dera
ChEeMHBIX HOCHTeJIeH », KOTOPBII BeJIeT JIUII0, OTBETCTBEHHOE 3a oOecneyenue HH(GpOpMaMOHHOMI
GezomacHoctd Ha APM. B KypHaq KpoMe 3TOr0 3amuChiBalOTCS (akThl KOMIPOMETALHMH
KJTFOUEBBIX JIOKYMEHTOB, HEINTATHBIE CHTYallHH, TPOHCXOAAIIME B CHCTEME H CBA3AHHBIC C
ucnonezopandeM CK3W, mnpoBeiieHHe periaMeHTHBIX paboT, JaHHbIE O TMOJYYEHHBIX Y
aZMHHHCTpaTopa 6e30MacHOCTH OpraHW3alliK KIIIOYEBBIX HOCHTENAX, HEIITATHBIX CHTYalMsX,
npousoureumx Ha APM, ¢ ycranosnennsim [10 CK3U.

B sxypHajie MOXKET OTpaXaThes cie/Iyommas nHbopManus:

e jaTa, Bpems;

®  3aIKCh O KOMITPOMETALMH KIII0Ya;

e 3amuch 06 M3TOTOBICHHH JTMYHOTO KIIOYEBOrO HOCHTENS NMONb30BaTeNs, HAeHTU(HUKaTOp
HOCHTEJIS,

e 3amuchk 00 H3rOTOBJIEHHHM KOMMH JIMYHOrO KIIOYEBONO HOCHTENS I10JIB30BATEIA,
HACHTH()UKATOP HOCHTEIS,

e 3anmuch 00 HM3rOTOBIEHHM PE3EPBHOTO  KIIOYEBOrO0  HOCHTENS  MOJb30BaTeNd,
WACHTH(GUKATOP HOCHTEIA,

e 3anuch O MomydyeHuH ceprHdmukara kmoua nposepkd Oll, mosnHbI HOMEp KIHOYEBOTO
HOCHTEJIS, COOTBETCTBYIONIM# cepTHHKATY;

e  3aIHCH, OTP@XKAIONIHNE BBLIAYY HA PYKH IONH30BATENAM (OTBETCTBEHHBIM HCIIOTHUTEIISM)
¥ cIauy MMM Ha XpaHEHHE JIMYHBIX KJIFOYEBBIX HOCUTEJICH, BKITIOYas Pe3ePBHBIC KITIOUEBBIE
HOCHTEJIH.

[Toas3oBatens (MU0 aaMUHUCTPATOp GE30MACHOCTH) JOJDKEH NEPHOAMYECKH (HE pexe OIXHOTo
pasa B /Ba MeCAIA) IPOBOJHTH KOHTPOJIb HENOCTHOCTH H JIETAIBHOCTH YCTAHOBJICHHBIX KOIMH
[0 na Bcex APM co Bcrpoennoit CK3M ¢ momomipio mporpaMm KOHTPOJIA IEJIOCTHOCTH,
NpOCMAaTpUBaTh COOBMIEHHS O COOBITHAX B XKypHate EventViewer onepalnuoHHON CHCTEMBL, a
TaKKe TMPOBOJMTH I[IEPHOMYECKOE TECTMPOBAaHWE TEXHHYECKHX W MNPOTPaMMHBIX CPEACTB
3aIIATHL.

B ciyuyae 0GHapyXeHHs «IIOCTOPOHHMX» (HE 3aperHCTPHPOBAHHBIX) NPOTPaMM, HApYIICHHS
1IeJIOCTHOCTH TIPOTPAMMHOT0 obecredeHys MO0 BEIABICHUA (akTa MOBpEeXICHHs nedarel Ha
CHCTEMHBIX 6710kax paGora Ha APM momkua Gbite mpekpaimena. Ilo nanHomy (akty J0/KHO
6BITH TPOBEJCHO CIy)XKeOHOe paccieoBaHHE KOMHCCHEH, Ha3HAUCHHOH pYKOBOHMTENEM
OpraHM3aIuHy, IJIe POM30LLIO HAPYIIeHNHe, H OPraHM30BaHbl PAOOTHI 110 AHAH3Y M JIMKBUAMH
HEraTHBHBIX IOC/IEACTBUI TaHHOTO HAPYIIEHHUS.

PekomenjyeTcs opranm3oBaTh Ha APM cHcTeMy ayauTa B COOTBETCTBHHM C TNOJUTHKOH
6e30MaCHOCTH, IPUHATON B OPraHU3aI|H, C PEryJISPHBIM aHATH30M PE3y/IbTAaTOB ay/UTa.



6. 3akinouenune

Hacrosimme npaBujia COCTaBJICHBI HA OCHOBE!

®enepanbroro 3akona ot 06.04.2011 Ne 63-03 «O6 3meKTpOHHON MOAIIUCH Y,
®enepansroro 3akoHa ot 27.07.2006 Ne 149-®3 «O6 undopmanumn, nHGOpMaIHOHHBIX
TEXHOJIOTHAX H 0 3auIuTe HHPOPMALIUH»,

npukaza PAIICH ot 13.06.2001 Ne 152 «O6 yrBepxaenuu MucTpykunu 06 opranu3anuu
1 obecrieyenun 6e30MacHOCTH XpaHeHHs, oOpaboTKH M mepeiady 10 KaHalaM CBS3H C
MCIIOIb30BaHWEM CPEJICTB KpUNTOrpadHueckoi 3almThl HHGOPMALUH ¢ OrpaHHICHHBIM
JOCTYIIOM, HE COZiepiKallel CBEICHUH, COCTABIIAIOIIMUX rOCyJapCTBEHHYIO TalHY»;
npukaza ®CB ot 09.02.2005 Ne 66 «O6 yrBepxnaenun Ilonoxenus o paspaborke,
MPOM3BOJACTBE, peaTM3alUd M OKCIUTyaTaluy MUPPOBATBHBIX (KpHnTOrpaduyueckux)
cpencts 3auuTh HHpopMauu (ITonoxenune [TK3-2005)».

sKkcruTyaranorHo# nokymentaunu Ha CK3U, koropoe ucnonbdyercsa B Cucreme.



